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Instance-independent security definitions using query resolution

against inference attacks on databases
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Abstract Inference attacks mean that an attacker tries to infer the execution result of a query unauthorized to
the attacker from the execution results of queries authorized to the attacker. So far, some security verification meth-
ods against inference attacks have been proposed. Security definitions verified by the methods are classified into
“instance-dependent” ones and “instance-independent” ones. Instance-independent security is useful in a situation
that database instances are frequently updated. However, if an instance-independent security is defined as that
every possible database instance satisfies some instance-dependent security, it is often the case that only the queries
completely independent of the secret information can be allowed. In this case, the availability of the database is
low, and so the instance-independent security is too strong as security requirements. In this paper, we propose some
suitably-relaxed instance-independent security definitions based on a concept of “query resolution”. Moreover, we
explore the condition where the security is decidable.
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