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Abstract Recently, Database-As-a-Service (DAS) has attracted considerable attention. Users require protecting sensitive data from the
DAS administrators. Most of previous studies, which proposed the solutions using cryptographic techniques, assume that a large amount
of data will be inserted into the database and new data will be uploaded infrequently. We propose a secure query execution model for such
an environment. Our approach is to represent all schemes of each tuple in a plaintext table as one Bloom filter index, and to replace
queries with keyword searches of the Bloom filter index. Same values in each tuple are transformed into same bit patterns in the bloom
filter index, and adversaries may try to mining bit pattern to find out which values are included in tuples, and the value is associated to the
attribute domain. Then we define the attack model for the bloom filter based privacy preserving model, and verify the effect of the attacks.
Based on the verification we take an strategy by using data perturbation.
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