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Abstract Currently, many web services allow us to put data on the web and share the data among groups. This
paper proposes a data store service with a role-based access control system. The service prepares Web API and can
be used for mashups. The user can define tables with their access control rules. According to the table’s rule, our

access contol system determines whether users can access each row. Our case study shows some applications that

store data in tables and require a fine-grained access control by row.
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: <table name="[[O"> <!-- OO0OO0OOCOO -->
<permission>
<read>
<belongsTo attr="0000"/>
<equals attr="00000.O000O"/>
</read>
<create>
<belongsTo attr="0000"/>
</create>
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10: <delete>

11: <belongsTo attr="0000"/>
12: </delete>

13:  </permission>

14: '\-- 00000000 -->

16: </table>
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1: CREATE OR REPLACE FUNCTION check_read_answer (
2: schema_p IN VARCHAR2,
3: table_p IN VARCHAR2)
4: RETURN VARCHAR2
5: AS
6: pred VARCHAR2 (400);
7: BEGIN
8: pred :=
9: ’EXISTS (SELECT FROM membership_table °’
10: + ’WHERE user_id=SYS_CONTEXT("context", "user_id")’
11: + 7 AND group_id=00.0000)°
12: + ’0R UOOO0O.OOO=SYS_CONTEXT("context", "user_id")’;
13: RETURN pred;
14: END;
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1: BEGIN
2: DBMS_RLS.ADD_POLICY(
3: object_schema = ...,
4: object_name = J0-00000oooe,
5: policy_name = ’...7,
6: policy_function => ’check_read_answer’,
7: statement_types => ’SELECT’);
8: END;
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