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Algorithm 1 Encryption Procedure

1: Receive the name of stream from a client.

2: Send ack to the client.

3: Search schema of the stream from metadata DB. (registered
in advance)

: for ¢ = 0 to the number of attributes do

Make DET cipher.

if the type of attribute; is integer then
Make OPE & HOM ciphers.

end if

Insert cipher(s) to a buffer.

© % 3 > g oe

10: end for
11: Send ciphers in the buffer to SPE.
12: Receive ack from SPE.

Algorithm 2 Decryption Procedure

1: Receive the query name from SPE.
2: Send ack to SPE.
3: Search schema of the result tuple from metadata DB. (regis-
tered in advance)
: Receive result tuples from SPE.

: for ¢ = 0 to the number of attributes do

4
5
6: if encryption type of attribute; is DET. then
7 Decrypt a cipher using DET algorithm.
8 else if encryption type of attribute; is OPE. then
9 Decrypt a cipher using OPE algorithm.
10:  else if encryption type of attribute; is HOM. then
11: Decrypt a cipher using HOM algorithm.
12:  end if
13:  Insert a plain value to a buffer.
14: end for
15: Send data in the buffer to client.

16: Receive ack from client.
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Algorithm 3 Estimating Offset of Synopsis

: Receive a continuous query from a client;
: Translate the query to a plan tree;
: Merge it to other plan trees when possible;

: for all node; € nodes do

[SAR VI VI

Create all of paths which show routes from node; to leaves
in the plan tree;

6 Offset; < 0;

7:  for all path; € paths do

8 TotalSize < 0;

9 for p < node;; p % leaf node; p < p’s child node do

10: if p is a stateful operator then
11: TotalSize < TotalSize + Size of synopsis of the op-
erator;
12: end if
13: end for
14: if TotalSize > Offset; then
15: Offset; + TotalSize;
16: end if
17:  end for
18: end for
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Algorithm 4 Detecting Delay for Input Tuple

1: for all node; € nodes do

2: if node; is a stateful operator then

3: dt < (NowTime — (Offset + d)) — TimeStamp of input
tuple;

4 if dt > 0 then

5 d < dt;

6: end if

7 end if

8

: end for
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Algorithm 5 Detecting Delay in Synopsis

1: for all node; € nodes do

2 if node; is a stateful operator then

3 for all tuple; € synopsis do

4 if TimeStamp of tuple; + d < ts then
5: d < ts — TimeStamp of tuple;;

6 end if

7 end for

8 end if

9: end for
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