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Abstract A single nucleotide polymorphism (SNP) is a DNA sequence variation occurring when a single nu-
cleotide in the genome differs from many other DNA sequences. SNPs are considered to be the cause of personal
differences and expected to be applied to personalized medicine. On the other hand, to reduce the cost of managing
databases, database administration tasks are often outsourced. In outsourced environments, it is desirable that SNP
contents are technically protected against database administrators. When attackers have domain knowledge about
databases, protection methods should be secure from attacks using the frequency of encrypted data and queries.
In this paper, we implement a privacy-preserving SNP search system using hash-based index structures and secure
search protocols and evaluate its efficiency.
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