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Algorithm 1 Find Adversarial Example

Require: Source:xs, Target:z?, Template:T, learning rate:l,
Parameter:cinit, Cmawx, Cmin, M1, M2
Ensure: Adversarial Example x4,
1: S = {}: Set of adversarial examples
2: C 4 Cinit
3: for i =1 to M; do
4: set initial value to wqg
for j =1 to M> do
w;j < wj_1 — - VwJ(w,zs, 2, T, ¢)
if h(wj;,2?,T) <0 then
S+ SU{zedv}
end if
10: end for
11:  if h(wag, 2t I) < 0 then

© ® 3 >

12: Cmax < C
13: C < Hc%
14:  else

15: Cmin < C
16: ¢ Shemaz
17: end if

18: end for

19: Wopt < arg min ||g(w) — zs]|2
weS

20: return g(wopt)
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|T| = 3(VGGFace T—X & v 1) |T| = 5(VGGFace T—X & v 1) |T| = 10(VGGFace T— Xt v b)
ok | E | R ok | v | e ok | e | R
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X [
6 ®bHbl |Z [1] Christian Szegedy, Wojciech Zaremba, Ilya Sutskever, Joan
Bruna, Dumitru Erhan, Ian J. Goodfellow, and Rob Fergus.
AFE IR ER B3 % WD 2l RS5O Y Intriguing properties of neural networks. In International
o NN - L o Conference on Learning Representations (ICLR), 2014.
N ; S0y s ST
Y IVERFEEBGE L. SATHI5E (7] (8] Li\’ WOy Y >~ [2] Tan Goodfellow, Jonathon Shlens, and Christian Szegedy.
NEERT B72012, Z—=7 v e RBENT — X & RHHEN Explaining and harnessing adversarial examples. In Inter-
WL 2B X5 CBEHE2EHRT L0 LT, KFETIE, 77 national Conference on Learning Representations (ICLR),
2015.
— AN =__ = e S i
b= MRANDOETOT — X & OREIREH T O 2 5 L, [3] Nicholas Carlini and David Wagner. Towards evaluating the
BOTEUNKINT B LSICERZ2E T2 RIERERELE. 2 robustness of neural networks. In 2017 IEEE Symposium
DOHEEET — Xy bEAWZFEMAZ®@L T, RETFENE on Security and Privacy (SP), pp. 39-57, 2017.
. R e B [4] Mahmood Sharif, Sruti Bhagavatula, Lujo Bauer, and
FFRELVBEVHEETRDTEUIARETHS Z L ER LT, Michael K Reiter. Accessorize to a crime: Real and stealthy
AEORRZEE 2, HMABRESOZOICREER 2% HW attacks on state-of-the-art face recognition. In Proceedings
o . - fe a4 s o - . he ACM SIGSAC Conference on Computer and Com-
e SHA |22 0 B Z EACIEAN of t
clates Iﬁ&ﬁ'ﬂ’]“‘j’ TN ORREHL S K’E%{‘ET \‘% munications Security (CCS), pp. 1528-1540, 2016.
ThHod. WEFAED—DLLTIE, BT Y TV 2T — [5] Mahmood Sharif, Sruti Bhagavatula, Lujo Bauer, and
ZIIRETETNVDOEE %175 Adversarial Training 23215 5 Michael K Reiter. Adversarial generative nets: Neural net-
AN N ) . < L work attacks on state-of-the-art face recognition. arXiv
N5 [13]. 7z, SEHRICBWTE, BOSHY T zdLT preprint arXiv-1801.00949, 2017.
FrE DB NA MEZLEL DD JEER %2 8 3 5 1 [14] [15] [6] Wang Mei and Weihong Deng. Deep face recognition: A
MEEREINT WS, D ER, HMEERoa /2 b survey. arXiv preprint arXi:1804.06655, 2018.
[7] Andras Rozsa, Manuel Giinther, and Terranee E Boult. Lots

MEHR L 2P HEOEHNSZOPE L LTEITOND.



(8]

[9]

(10]

(11]

(12]

(13]

14]

(15]

about attacking deep features. In International Joint Con-
ference on Biometrics (IJCB), pp. 168-176, 2017.

Sara Sabour, Yanshuai Cao, Fartash Faghri, and David J
Fleet. Adversarial manipulation of deep representations.
In International Conference on Learning Representations
(ICLR), 2016.

Seyed-Mohsen Moosavi-Dezfooli, Alhussein Fawzi, Omar
Fawzi, and Pascal Frossard. Universal adversarial perturba-
tions. In IEEE Conference on Computer Vision and Pat-
tern Recognition (CVPR), 2017.

Tom B Brown, Dandelion Mané, Aurko Roy, Martin Abadi,
and Justin Gilmer. Adversarial patch. arXiv preprint
arXiw:1712.09665, 2017.

O. M. Parkhi, A. Vedaldi, and A. Zisserman. Deep face
recognition. In British Machine Vision Conference, 2015.
N. Kumar, A. C. Berg, P. N. Belhumeur, and S. K. Na-
yar. Attribute and Simile Classifiers for Face Verification.
In IEEE International Conference on Computer Vision
(Iccv), 2009.

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt,
Dimitris Tsipras, and Adrian Vladu. Towards deep learn-
ing models resistant to adversarial attacks. In International
Conference on Learning Representations(ICLR), 2018.
Yusuke Tsuzuku, Issei Sato, and Masashi Sugiyama.
Lipschitz-margin training: Scalable certification of pertur-
bation invariance for deep neural networks. In Advances
in Neural Information Processing Systems (NeurIPS), pp.
6542-6551, 2018.

Hajime Ono, Tsubasa Takahashi, and Kazuya Kak-
izaki.  Lightweight lipschitz margin training for certi-
fied defense against adversarial examples. arXiv preprint
arXiv:1811.08080, 2018.



B 3 FRETFHEIC & 0 RS N O AT v 7L — MEHRO T2 SBIRE Nz & — 7y MEig, Tk
&, WO Y IO Y — AFME, HOFIFERS MBS Y TV ERL, TREROEFR, X—7y M,
Y — 2, BT TLDHORT %R, %72, E2171F VGGFace ¥ — Xt v hOfl, F 2471% Pubfig

T2ty Ol EET




