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BET — 2 2D HEO—2 L LT, BE{bIhieT — & 2\ 5T ICHERE TR RIS 2 W57 7 u—F Rz bh
5. By MNEM TSI RS RIL, BREOHERE AT 2N FTRMEBENE W) RENH D, 22T, L0 FETH
MBE, BB RB AT 2 RS HF N2 AW TERD D, 72721, HESRE, fa5a ko BkaH > 2 i
TERWE®D, EBEEICR VTR ZRTEMLEETH 5 ReLU X° Sigmoid 2RI 2 Z &N TE ARV, LR~ TC, YRR
W55 2 I U723 OHERRALERICBE 3 2 BEFF OWFZE Ci, 1EME(LBI & U C RS E T 258038 <, DERENMEL
7o TCLEIMENRDD. £ TR TIE, RIS ETOBRAR=2—F Ry b T —7 OHEFRLEEIZI T, ReLU
DRV & LTRESN TV D Swish 2L IHAGTEL L 72iEHLBEE AN L, S HICEBYE BV TR T D F
15 T&% % Batch Normalization Z #9322 & THHEREEOM L& B L7z, sHMEER T, Y¥EFRARFE T (72 U SEAL ZHw
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1.1 XTI 2 — R % E 47 T & % Trusted Computing

W, 74T NOT—2EFHLT, 7JUNK
Y= N THMTEET VOB - HEGR LR AT O
MLaaS (Machine Learning as a Service) 3 {E H Z# 4 9 T
W5 L2L, @fiERSeENRG R EORET — 2
EWOGE, T TA N =R IR IR O fE R O Bl
75 MLaaS Z#fli L TWb 7 53U N — 25 —%
EEXTT vy Ia—RFHZ LY. 22T,
TANY—ZRELRPOEMTEET VO - H
WA AT D [ 7T A4 Ny —(REMBFE | (PPML:
Privacy Preserving Machine Learning)23 & A IZWF %2 & 4
TwWb.

PPML OHFZEIZ BT, FITHEA ST 5 Al &
U CIE R R B (1] & o w21 2 FIR LE S o < —
T 4 FICHE L2 b@IEZT WM T 5 Multi
Party Computation(MPC), ¥ — ¥ %I Z{LIRED F
FHE IO 2N TE D YENBKE (HE:
Homomorphic Encryption)[3, 4], Intel SGX[5] &\
STy L—T EMEEN DK EICRE S Lo —
RU =7 R CTITAR— R T — 2 &2 R#L DD

Base(TCB)[6l23ziFb5n 5. MPC #H W=7 7 —
FIEHA A MRS ZINDE, X—=F 4 HTELL DA
2T a PR BEREODEEFEIANBREI V. HH
S22 HWie77a—Fi3 7747 b« —"—
ETNTOTITAN—REHGEBE LI, 77
ATy b —R_EOAL L ET 7 arN1IEEDOR
L=, MPC 7 e —F L bl L KIgIZ#E{E =
ANB/NESWN. ZOKE, BEELIEEEHEEZITH
FOHREI A MNP RELZ->TLES. TCBEHWE
T FIREFE A FPREE aX M 2OV TR ERP
7275, Spectre attacks[7] & W o ZHEBERER ST
5.
HHMICOWT LD LS RFlA - REBH DN,
PPML ® ERLICHT TE 2 b5 H 80 e g ik o
1 2ELLT, ¥R EZHWNET 7o —F0OxR bb
Fw 7 ERoTVWEHEIFH A %2 GPU oMk b
HI T 22 e B3E2 NS, EE, BEFHIIBWT
GPU #iFH+25Z & T, CPU £~ T 6 5L LE#E
fENERTETCHDI8lZ0, BRI S ZFH ML
PPML Lt flAEDLEDZLIIAETHSH. By hHAL



TH S b3 2 HEER ST RE, EEOEFEZ{TAD
DEITHFHPRENEVWIRADNDHD. £2T, £V
FATR R A, BHSER LA ST 5 ERAR
BEHFREHWDIFERSD. 2720, BEFEHIIET
HIEMELBE BT L < LD ReLU X Sigmoid ® X
O IR ORRE, A AL B AWM D Z LT
VWV N FET . £ 2 CTHRAMK S %
M PPML OEFE O TIE, Z2HATEGLO X5
K EELT ST e —F]9, 10, 11, 12]%E » b
HAL TR B L, "4 TV F— b THESNZEED
7 — V[l B & BN T & 2 AR ALK 5 (FHE: Fully
Homomorphic Encryption) 5 C#%H % TFHE & XA
FIV=a—IN0Fxy NU—J A EDLEDLZLETH
BER>TWET Fa—F[13, 141 ERH 5.

2018 £ Badawi &%, #ERIBIRE 5 % ff - 72 & & A
== —F )b v b U — 27 (CNN: Convolutional
Neural Network)iZx L, ¥ T GPU % » T &K
b %17 > 7=[15]. MNIST ¥ — % & v ~16]CiL+ 7%
R E9%) N TV AR, CIFAR-10 T —4% & v b
(17]CIE o R E AR W AE R (77.55%) & 72 o T 5.
TAVETIE MBI 2 R A E o T WD T E N ER
FRThHDLEZZDND.

AT, Badawi © O #5 R [15]% %= 1 CTHER A RE 5
+ETo CNN 2B A ELFICHIT L FiEkx
IETH. BETFTIEL, CNNIZBIT AIEMELBEEKICE
WT ReLUDRKP Y & LTIRES N T WD Swish[18]
AT LIS bR A EH L, S HICEES
BlzBWT—HMICHEDLIL TS FETHDH Batch
Normalization[19]Z @ 45 = & THHEBEE O MW L
ZHET.

AFTIE, UTOMEREZIRS. &2 i CURLR S
IZHOWTIl R, %3 H CITHERMK B L ToOE AR
Z—a—I 0y MU =T HGHOBEEFREIZ OV TR
. A CREFIEICHOVTHB L, £ 5 CHEMm
FEROFER, KOBEROBLEIZONWTHERD. kI,
BoHTELDEITH.

2. BRIBURE S OB E

A CITHERME S OMEZ AT 2. ERLKS
X, WEXEEET DI ERSELLEZEEME
(ERBME)SCREERBRER)ZITH)> LN TED
BEHAThsd. RIS CIE, EXIZT X L7
JAREMATCHERALT 2L TROT —X OffH R
WM ZHE L TWD,. 20 A XTERBHE 21T 5
FEICHmIL, ~ED0EEBAD L ELLESTHZ L
MDTE R,

VHERBISRAEICE D /A XEIMEDFFITRKE .

R S IZUTO LI 4225 TED.
® Partially Homomorphic Encryption (PHE)
> WERIBUNENERTUFERO EL 50O HEE O A
2 FRE T & B YE R A Iy 5
® Somewhat Homomorphic Encryption (SHE)
> HEE BN B & # Bl RR P oo Y [R) AU o B3R B S R RE
To D YR =
® Leveled Homomorphic Encryption (LHE)
> HERBNE & FERTIZR O b7z BlECE T o HEE
B IEBS AIHE C b B HE R B F &
> W5 Sk L © & 2 RARE O L IREIH
Ll LIRS
® Fully Homomorphic Encryption (FHE)
> EEORIBOMERBINE & R B FE %2 0
9% e[RRI 5
> Bootstrapping & FEIXH 2 HER A 218 B B 1 %
FEAG T 2 WMBIC L VB LD ) A X x AT 2
TERTE, FEOHBEOFEANAREL 2> T
W3
» D% Y, SHE ¥ 7213 LHE IZ Bootstrapping %*
WH3%5Z L CFHE &7 %

HLEF L TlL, FHE I8 ) % Bootstrapping i3 K[t 5
e, ZEZMHAEEOMFNREL, EANRT 7Y 7r—
VariZE@EALRNEZW., LR - T, CNND X D7
MEBEOT 7Y r—ya VKRB S A2EAT S
LeX, bOPULDRAEORBAERET DI ENTE
5 LHE offi HA# L Wb, £, LHEIZEBIFT 5 L
AL, REWIFEFETHERENMME T LAE VMAHEN
WMLTLEI 2D, WREREBY LAV E/NELSTS
(FRAEOREEHWOT)IZENRODOLND.

LHE Toh 5 REW R EFRBE 5 J7 013 BGV X
[22]%° BFV J7X[23, 24, 25], CKKS 5[4, 26]72 & »
#Fohsd. BGV & BFV FgEHKsa RS 2 &
WL TWD., ABFFZETILERMmIcEEE2RIT &0
TE, BMEET 7 ) r—v a2 LT b CKKS
FREHWD.

NG OWRBIE S TR TR, NyF T [271& W
2 1 OO GXICEHEOT — X 2 KM T& 5 Fik
EWOENTEDL. Ryx 752 H0nbZ LT
SIMD HEMNAEE LRV AL —T v hOmE EIZHORN
L. KRBT RNy X U T 2HHT 5.

3. BAEHFSE

AETIE, EFEOEREKE S %MWz CNN OHi
WPz B WT, EMREEE 2GR L Ty 55
IZOWTHHT 5. 2ok, BHMFRE L ORI L1
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3.1 YEFBE S & fff o 7o Hf G AL PR

Dowlin & [9]i%, YERIUEE 5 T CNN o #ffm i B
RAPNCAT o 7o, IEMHE LB BT S RBEE A AL TB
v, 77—V 2 Tt scaled mean pooling ffi f§ L T\
% . scaled mean pooling X7 — VY v 7 2@EHT 5 v
4V RUDEFEKEZnL L2 &, nfAOEFEOKRT
&JD YroxeRIND. MNIST 75— 4 & v b & 71f

IHWTEY, 5 BOXy U —7 THEGRLE 21T
99% D sy FAREE & Bk L. E£7o, A L 7 U F R s
5« LHE @ 1 > Th %5 YASHE 5 [20]TH 5.
7272 L, Z® YASHE )53 ix Albrecht 5 [211i2 L » T
RRINTCHBEFIELVLZETIER WD BTEILMEH
T AHRE T,

Chabanne 5 [10]iX, /N R XD D —T 7 «
vT 4T AT, ReLU i~ 7p ik £ T HK
L 2. F 2, & M Ak B 3 o Bi 12 Batch
Normalization Z#@MH L CTW3d. 77— U » 7 Tik
average pooling # i L TV>% . average pooling IZ
T=V T WM T o0 4 FUDEFER EnL LT

2 https://benchmarks.ai/cifar-10

&, nfiOEROFHTHY, P niRIND.

MNIST F—# kv FEFMICHAWTE Y, KEB.DIC
RLU7ZReLU @ 4%k £ TOLHEATE 2 FEMLEE &
LCHALERE, 24BDFy U —27 T 97.91%0D
SHEREXERLEZ. £, SR LEERARE S X
X BGV i Th 5.
f(x) = 0.1500 + 0.5012x + 0.2981x2
—0.0004x3 — 0.0388x* 3.1)

Jiang 5 [1111%, EMALBIIC ZRBEAAER L T
BY, 7=V 7 3HEHL WA, MNIST 5 — % &
v hEFfICAVWTEY, 5 BOoxy NU—27 T
98. 1% D N E A ER Lz, £, A L BRI R
55 XL CKKS i TH 5.

Hesamifard 5 [12]i%, ReLU Z 2O x4 5% D
TiE72 <, ReLU o FHZEMRI Lz, BRI
ReLU OEMBETH I AT v THE L BRI TV E
A4 FEEEZHENCTERL, TOZLHEXNOES & IEME
LA LTHEMA L. F— 1V > 27 TlE scaled mean
pooling ZEMALTWS. MNIST ¥ — % & v b % 3Ef

CHWTEBY,6BDOX Yy bV —7 T 99.25%0D 4y FHkE
E%Lﬁkbt. F7o, AL EREE S ST BGV
FRTHD.

Badawi 5 [15]1%, #EF RN 5 % ff - 7= CNN O #:
2% L, M1 T GPU - CEi#EflkEX o7/, &
bRk —FBEEEMHALCEBY, Y=V 7 Tk
average pooling i L T\ 5. MNIST ¥ — 4% & v
h& CIFAR-10 7 —# & v MMZX L TENEI 99%,
T1.55%D R EZEM L. £/, A L7 H#EE
K5 5L BFV FThs. Ry X7 T
MRS OEBROWBEOR — 7 L EE—OR ST
AL, SIMD B CRIFKFICHEGRL IR 21T > TN 5.

Eﬁ?ﬁﬁ%@ﬁﬂﬁ Hio 1 -+ LT, MNIST 5 — 4% &

XU TR ERE E N & WA, CIFAR-10
7T — 57“1?/ Maxt LT oORERBERER W &0 9 s 2
Fond. Bl 2 F, ARE T2 72 B T M —
CIFAR-10 T — 4% & v Mk L TRl ZIT-o T D
[15]Cix, SR EIX 77.66% L > TW5. BEFEOR
E?@@lﬁn BWT, CIFAR-10 ¥ —# & v hD4y
HERE B 1342 90% 2 8 2 T 52720, 77.55% 1% (K.
SEREMEWIRIA E LT, ek ZREEkE
FHLTWLZERnEZLNS. LA -> T, CIFAR-
10 7— %y b L H>RT—F&y Mzt LTH+
DIRDEREEZRDIENTE DL FEBROLND.



4. oEREmMECMIT-ERERKES ETOH

RAEORRE

AHiTI%, Badawi b D CIFAR-10 7 — % & v hMIZ%
T OHMR[5]Z2 5% T, #REK S L ToO CNN O Him
WLERIZ BT BV EKSEEm LI H T TORREFIEICHOW
T~ 2%. 41HTIE, ReLUDOR DY L LTHRESHh
TW5 Swish DZHEXFEBICHOWTOMRHEELIT S . 4.2
HTE, BEEIHICB T HFNcEbhTns Tk

T & % Batch Normalization @ H I > W T#HH 1T 5 .

A3TETIE, WEHLVARAYIEO TRIZHOWTIHRRS.
4.1 EME/CEI%k Swish D 2 ERITM
Swish[18]i%, ReLU(f(x) = max (0,x))IZ X4 2 &AL
BB O MR IC B W TR R S = LM O B W IE L B
Bchy, X441 TcRENDE., X441 bbb L)
i, Swish (% Sigmoid(f(x) = —)ICx & N F 2 b D ThH

%. ReLU & Swish O A X 4.1 (Z7-7 .

X

x) = 4.1
f6) =17 1)

5

—— RelU

4 Swish

3
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1

0

-4 2 0 2 4
X

4.1 ReLU & Swish o g

& it @ Batch Normalization (2 X 2 #E #E{k % & ML BY
BoBEmIZEHT 2 Licky, EEABEEO ATE
IH T AGHICHED. LoT, 0 MFIEDOERBICHE W
T, ERXRTH D Swish & ORED /ML TE T
X W72, xiih o #iPH [—4, 4] & [—6,6]D Swish (2% L C,
ZHAOREE 4 ke LLHEAER 41T - 72. python
D scipy 74 7 T VITRREIN TV D leastsq B %
FERHLTZHEAEB LEZMREREUTOR 4.1 1277 .
INHD4ROZHEAE ERBRE S L CTFFEM3 2 DI
MER LT3 ThDH. X 4.212 Swish & L AT
2L L 7= Swish O g % /R 7.

£ 4.1 {E MBS Swish © £ 18 AT L5

@ﬁﬁ%i Swish 0 % I8 257 {8
Caa 0.03347 + 0.5 X x + 0.19566 X 22
—0.005075 x x*

e 0.1198 + 0.5 X x + 0.1473 x x2
—0.002012 x x*

3 https://www.scipy.org

—— swish
6 approx(range: [-4,4])
approx(range: [-6,6])
4
X
=

Xl 4.2 Swish & Z HFGEL L 7= Swish O LL#g

4.2 Batch Normalization ® & A

Batch Normalization[19]i%, /B =8 2B T — %
HIZHOWON TWELFED —D2THY, I="yFNHN
DEF(Fyvr 2 ARa=y NITEOBOHITOFY
EBWEROCTIERT I LT, 2y Y- AE
DEBDOHFH(NEILEEY 7 MNP RKRELLEDDIDO%R
B5<. DEEELR ESE3RFEHOINENERL
RODMEND .

HeGm BF @ Batch Normalization @ ZUER X 38 BF 12 75
DNDEHZNT A= Wy, AT ANRTA—H %
Byt L7imb &, 42 CERENDBANhEX, HhZy
E3 %) X442 Xy, ERIAK S EToOHRIZR T D
Batch Normalization ®LEIT L~ % 1 HET D Z
ENbND.

y = Wgy X X + Bgy 4.2)

4.3 HEE LV )VHEIBO IR

4.1 THT/R L7 Swish @ 4 kD ZEHAXLEIT L L
E3IWMET L. Fo, BEFETEEELEZOER
|Z Batch Normalization Z @ H 325720 I 52 1 HE T
L. Lo THF4 Vol ENILE L, Badawi
HIISIBTEMEALRE & LTRIH L TWD ZREHEOM
LAV LT D L, RETHEILIEELBEEE 1
BIFI T 5 Z I3 2L VRALEHEETLHZ LTk
5. 22T, HBELVVEEHIRT D CRAE ORI A D
Y DI 2OOTREZTH. 7B, T bHOTLRITE
B¥EEIIB T 2kl T—KMIZcHWO R TE
h, ERAEK S ETOREFHE OR#EK[29,30]iIcB W
THHEPAEINh TS,

1 -oHIE, BHiALRE L Batch Normalization O f5
EThHDH. BHRIALBICBWT, HA5sXxsXcD T 4 )b
ZLZDT 4 NVFITHIET HATTXITxE LB I A%
TV, HAOyz G208 %E2E 2 5. JIEAET LMD
BONDLIELIAREOERENAL T A ZENE s X
SX DT I Wegny & AN 7 —Beonp & L, 4.2 HD K (4.2)

4 https://docs.scipy.org/doc/scipy/reference/generated/s
cipy.optimize.leastsq.html



Tsk L7z Batch Normalization @ E /37 A — &% Wy,

Beye T, & %HiA%AJE & Batch Normalization @

MR BT E L TRUB) TR LN TED. 2k,

kF v x v HOftiERAMBERHOANT L7 4 V2 OE
Bk TN AW L T 5 (4.3) DWWy
BeonoWen + Bpyld, FRICEHAE L T 2 &N TE D
O, LERL LN LEHEKS T L A < Batch
Normalization ##@MH 3+ 25 2 &N TX 5.

S S
y = Wpy ZZ Z Wclo]n,:; Lik 4 Beonw | + Ban
i=0 j=0 k=0
( (=0 j Z

2 S HI%, Swish O ZHAGTBIC BT D15 O EAE
Thsd. REFETHDZHAEL % H iz Swish I&
AR L () =ax* +bx? +cex+dERT 2 LN TE
5. 22T, HEROBEOHEBMaTHILEE Y, f'(x) =

k .
WCLo]anBNxLJ'k> + (BconwWsn + Bpy)  (4.3)

%,b’zﬁ'(;’zg,d’zgk ﬁ— % L s f'(x)=x4+b'x2+

Q

Cx+dNELND. ZOFE VI BEBEOWEE L VT2

Ths. ZLT, fiib oMM e LEbOTHD

7290, IEHLBEEAEH L-ERO T —U 7B A
HAEBOERNNT A —Z I LERIZaZE NITD.
kR 2 oo L k%@ MHT 52 & T, Batch
Normalization & ZHX T L 7= Swish O FEAMN 2 &4 F
MU NV EZNENBEMICEHM L Se &N T, 2
LI FTHZIENTE D, 2, “FEEOFTMLE L
R, MER LSV OMINEE LITMAAZENTED

5. FFAf SEBR

AHEFI T, BEFIEI
FERIZHOWNWTIHRRB.
51 57— %&b

FFAM S BR TiX, MNIST 7 — ¥ & > F[16]& CIFAR-10
Tty MNI17]ZHW.

MNIST ¥ —4% % v b, FEXZTENINTE 0~9 O
BT 1XFrmBIlc Lz L — A7 — /1 D28x28E 7
EALOWEBT -, TOWHBIIEINTLBHTERT
TRV T—ENoERENDT 2y b THDH. F
T — #1132 60,000 £, 7 A b7 — X (X 10,000 {4 D
70,000 F DT —Z DB D .

CIFAR-10 7 — %t v ML, 27225 10 7 7 2 ® RGB
BT —D3N2x T LVOEBT —F L EfgT L
F— ALK ENDT—F Yy N THD. T —
21 50,000 {4, & b5 —Z i 10,000 14:0)a+ 60,000
HOF—ZNn5 5.

Wkt 2 FEA SRR O Tk L EER

52 Xy bU—7 DHER
ARFEFRTHWSD CNN Offpk L Badawi H[15]& R U

Hipk &9 %. MNIST S —% & v ki
vy b — 7 O E R 5.1
WX L CHEMAT 2Ry P — 7 O ER 5210

IxPLCHEAT b X
, CIFAR-10 7 — 4% & v k

Zth

%?L/Tﬁ'. 7272 L, %L F 1L TlX Batch Normalization
EHRBELABLBOEKZIZBNT ARSI EE 521
WTKRFTARL, BN LEEED).

# 5.1 MNIST 7 — % & v MZH WD CNN D ik

J& O FiFH B HAOH A4 X
5X50D 7 4 )L % 5(#
B B A Fr A NT A R(2,2) 12x12%x5
NRF 7L
15 Pk 15 Mk B £k % 3 A 12x12x5
BN BN % & A 12x12x5
5x50D 7 4 L Z50{#
B I A P A NT A R(2,2) 4x4x50
NRF 7L
&M 15 M Ak B 4 % i H 4 x4 x50
BN BN % & A 4x4x50
2REE ffﬁé%;;% 1x1x10

# 52 CIFAR-10 7 — &% & v FIZHW 5 CNN O #

%
& o fE A Bkl WAy A X
3xX3D 7 4 %32
B A IA P A NZ74 KF@A,1D 32 %32 %32
NTF4 7 (AD
1% AL 15 PEAL B %% % i H 32 x 32 % 32
BN BN Z#EH 32x32x32
. . 2X20D T — A R
TF—=U P s, 16 X 16 x 32
3X3D 7 )L X 64
B A IA P S N RN V) 16 X 16 X 64
NTF4 7 (A
1% AL 15 PEAb B %% % i H 16 X 16 X 64
BN BN Z#H 16 X 16 x 64
. . 2X20D T — A R
TI—=U 7 2R T4 F22) 8 X 8 X 64
3X30D 7 1 VX 128(#
B AIA P A RT A4 K22 8x8x128
NTF4 7 (AD
1% AL 15 PEAL B %% % i H 8x8x128
BN BN Z#EH 8 x8x128
. e 2X20D T — A R
TI—=U 7 2154 F(22) 4x4x128
PN 256 D=2 —m
=k 8 ~omEmEE | 1X1X256
PN WDEO=2—1 -~
i o IR A B 1x1x10




53 EXTOBBETET VOB

Keras 7 A4 77 VS HAWT, 52 HC/RLEZXY b
U — 7 OB > TETADOINBAEIT > 72, &AL
BA%i% ReLU, Swish, A%, R41I1TRLEL 4K
D% EA TH L L= Swish(xiih o JT L) #i PH [—4~4] &
[-6~6])> 5@ Y TIT-7=. 723, ReLU, Swish, %I
HGEEL L7 Swish 220V Tk, BHAAEOEEIC
Batch Normalization % & H L 7=.

54 EXTOERBER

FFECHW D CKKS i, EHEELT 572050
DOF —H LR ENE T, B EToHima
WCEV BN DEEEITFEXTOSERE LKL
RBHEZENTRENDS. LEN-T, HEEEEKE T
LU= Z Sk D208 E 0L L & CKKS X o A
WEDHDEREOEDOZNENE BT D201,
FTS3ETHLALIEFEAET NV EZ AT, FEX
DT AT —ZITKk UHEGRQIR 21TV, S F0R E 4
E L7, 53,% 542 MNISTS —# & v k& CIFAR-
107 =%y hENENOREREZRT.

# S53MNIST 7 — 4%t v MIxtT 2 FEXTOHFEREE

& PEAR B 5 SRS L (%]
ReLU 99.05
Swish 99.25
% 99.18
I Ll Swish (x:[—4, 4]) 99.16
I Ll Swish (x:[—6, 6]) 99.21

# 54 CIFAR-10 T — &% & v MTKTBHELTO

53 FERG
TE AL B 5 SRR (%)
ReLU 83.69
Swish 82.00
3 77.04
Tl Swish (x:[—4,4]) 80.09
Il Swish (x:[—6,6]) 80.47

5.5 FAf T &

CKKS S ZFEELTWD SEAL 74 7 7 VU [28]%
JAWCHERI AL B F T CNN OH#Esm LB &2 24k L 7=
MNIST 7 — 4%+ v b & CIFAR-10 T— X% & v b DT R
b7 — %4 10,000 k25 L, ek nzx £
BT AT NV E W THEGRLE ATV, S FRE 20
3 5. Badawi H[15]& RERIZ, Ny X T E2HNT
Rt ROBEHOBEBROR — 7 i H— DK 53X
KM L, SIMD B CRIICHHUHE ZIT o2, &
PEALBI ST R K 41 IR LT 4 kD ZEAT
WL L 72 Swish TZENENFEM 24TV, BEfF ik LR
RFEETOSEME, FEITRHE, ATV HEHEZ LK
T5. BB, 43HTRLELRZEITELIARE L

5 https://github.com/keras-team/keras

Batch Normalization & ZIEX Ul L 7= Swish 2+
AVIMSACRR M 2 FEEREFEO L L, 43 HTHR
L 7= & ZiA & J& & Batch Normalization D fE &, ZIHE
WTL L 7= Swish DR EXERAE D TR % i 5 9 5 ik
FREFIEQLETS.

KERRZAT - =3 %D CPU IZ Intel Xeon E7-8880
v3(2.30GHz), CPU ¥k 4, ICPU H7=V O = 7 18, A
% U X 3TB, OS (I Cent0S7.6.1810 TH 5. =4
Z 1% GCC7.4.0 i L 7.

5.6 FRAm#E R

TREKEF AR LE4AROZEATER L
Swish(xHil > JT {LLFE PH [—4, 4] & [—6,6])D 3 > D iEM:ALE
BEMWCHEFRAR 5 LT CNN oLz zn =
ATV, BN E & HERAEREM, A€V
HEORERRERT.

5,61 MNISTS — %t v h TOHIERR

MNIST 7 —# & v MIXI3 %847 Fik <o ER”K
REER S5, BEFEOTORNUE/KRELR 5.6 12,
METFHEQTCOREMPEZEZE 5.7 IR T. £, &F
EORALVy RERIEoHmAEER 2 E LD 77
ZIX 5.11Z/"7. 728, OpenMP IZ L 5 A L v RiFF| %
WHL, HALV Y K1, 8, 12, 16, 32D 5@V T
WE 24T > 72,

KSIJWCARLEEXTONFREE LK SS, 5.6, 5.7
R LIZMERBING S L TONEEEARBT S L, £
NENOFEICBVWTCSEBEES &K LTRY,
CKKS R TORKZLIZL>TELDLOT —X LD
WUNRRREIX BRI BN hoTo. £, HiRm
WZEE R L L & HEGR AL BR IR X S B O BIFRIC B D 2
ERK 53 bV ATF ALy RO X0 HeEsh o
BEEZEIBTE TV 2 ERmb»s. HlziE, KM
[-6,6]T 4 ¥k £ Tirfel L 72 Swish & Batch Normalization
EFRHOWEREFEQICBNT 12 ALy FEHALES
&, TART—% 10,000 {0 HEGREITREMIZ 742 B
Thy, oIV ALy RO FETRE TH D 584.6
el LK 8 fEmiifk L7z, XR[—6,6]T 4 K E
T AT L 7= Swish & Batch Normalization % f \»
FRETIETIEINERBEN 9921%THVH, —FHAKE
HAWTeBEFFIETON TR 99.18% &t~ T 0.03%D
KR LAl L.

# 55,56, 57 L #ERBK S EToOHGHRAEIZE
FAAFEVEAEZISLELLICHEI LTS Z &R
bnd., ZOAEFIVFEHEOREEZHED TWVD DN,
CKKS ST a—RLEJIBEAET VDONRT
A—HThH5b.



# 5.5 BEEFEETO MNISTF — % & v M2kt

72 W E R R
T Bl Il IR ekl B
I [GB] L [%] [sec]
1 99.18 392.0
_ 8 99.18 56.3
*?}fﬁ 5 35.4 12 99.18 49.8
16 99.18 32.3
32 99.18 27.0

F56 BEFEOQTO MNISTT —Z & v MIZ

5.6.2 CIFAR-10 ¥ — ¥ & v F TOHIEREFE
CIFAR-10 T — ¥ &~ MIxT2ME/EEE 58I
JRY. 72F, CIFAR-10 T — 4% & v b TIIEITHEM & #
EUMHEOH A L, BEFEFIELREFIEO@ITKL 72
ALy RTORRPEEIT 1=
RESATRFRLEEXTOSEHE LR S8ITRLE
RS ECONBEBEZEST 5L, XE[-66]
T L 7= Swish ZFH L7212 R PO TR0 HEEE
20.01% KT LTRY, BEFFIELE XKH[-44]TEE L
72 Swish ZFIH L7 BFEOQ TIEHFRKEL —F L
TWb. L»o»T, CKKS FRXToRFick->TAET

AT A WERA B DT — ¥ L DN SR E 1T & A E
, ME | 2D | ALV | S | HRa . . .
@‘@\)ﬂ:%@] Lo | e | v k| ks | mekp BRI NWEEZ LS. KRE[-6,6]T 4 kFE THLHA
= L [GB] o [%] [sec] LU 72 Swish & W72 4R 5 Tk Q) T o BUR L
1 99.16 953.4 80.47% TH V, _FBEH WA TIE TONHEE
Sj;ﬁv%h N 182 ggig ng BE 76.37% & Ho~ T 4.1%00 K5 B ) b 5k L 7= .
(x: [~4, 4]) ' 6 19916 78.0 E72, 7 A BT — % 10,000 {F O 53 LT o
32 199.16 63.7 BERFMIZ 72 ALy REMEH LT, BEFFIEN 3,577/,
- é %ﬁ ﬁgg REFENZNZN 5059 B L 5,171 BThHH, RE
swish | 11 | ss6 Tz T9921 T 1174 FUEBBEAF T & A 14 (5O R 2 % L7
(x:[—6,6]) 16 | 99.21 78.3 MNIST 7 —# &>~ F TORIER R L R, LE LN
32 99.21 66.4 NORENWRBEFIEOFNEAFFIELEXTAE I MH
£ 57 RETHEOTO MNISTT —F & v MZ MAEMNKE . £/, CIFAR-10 F—F ¥ v FTHEMAL
*H4 2 W E S B T2 A ST T N DRT A —ZHE MNIST 7 — 4 &
wpeem | BE [ AE) [ 2L [ am [ Hme S P LB RETALDNT A — 2RO
% L fl R 4 R R EE | BRI B fETHY, BFTFIET231TB, £EFIET 2.82TB
v | [GB] | # | [%] | sec] DAEYEARTH 7.
1 99.16 | 587.0
il 8 99.16 90.6 7 5.8 CIFAR-10 7 — % & v M xFd 2 I E ik 5
Swish 7 44.6 12 99.16 71.7 (72 2 Ly M)
(x:[~4,4]) g g}g iéi v | ey | |
oot T ssac| | T | MBI | LS | R | | BRRER
B 8 [99.21 86.6 ld [TB] | (%] | [sec]
; BEGFEE | _ N
(xf[vilgjhf’]) 7 44.5 ié gggi ;gj A — R 8 231 | 76.37 | 3,576.7
e e T T ”(ixw[_iwi]s)h 11| 2.82 |80.08 | 50591
e —— BT (AR BT GERSwin, 4) BQ@ | P Swish | 2.82 | 80.47 | 5,171.1
900 1 cexr RFEQD (ERISwish[-6, 6]) REFEQ (HBSwishi4, 4]) (x:[—6,6])
800 e REFIEQ GEBSwish[-6, 6])
2, 6. BbYIC
£ AR T, WEREES ETo CNN #i#RAE B
g o T, DEMELZR ESELFHEERRE L. AKMIC
0 &, EROMEICEB N TEMEEEZE L THYLEND
20 D% o T ZREBEMTIEARL, RelU Ot & L
”Z THRRSN7 Swish & 4 WO SEKX THEB L 7= B

5.1 MNIST ¥ — % & v MZXI3 % H#HEim AL H IR o

0 R

Z vy, & 512 Batch Normalization Z A& HE7-.
F72,4 kDL EAGT O FEAf & Batch Normalization
OEAICEDWEHE LV VEERERF)OEME Mm% 5 72



®IZ, CNN IZBITF 2B OfE4E < Swish O£ HEN
DIFEBIEE Wo - TREIT - 1=,

FEAM OGS, MNIST 7 —# & v M3 2 58
L LT 99.21%% FEM L, “FBEAKEIEMHLEIL &
LTHRIHAT 2BEFT RO FiELBEL T, 0.03%DH
EmEZ#MR L. £/, CIFAR-10 ¥ —% k& v hIiC
5 U TS E 80.47T%% A L, —FBAE &5
bR e LCRIHT 2BEFEMIEOFIE LKL T,
4.1%DKEREN FAR L. &5IZ, MNIST ¥ —#
Ty PTIHEMEL R ALy RETHRE FEITL, 32 A L
v KT 13.8fF D E# b & #pk L7-. CIFAR-10 7 — %
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DICE LM 51718 Tchy, ZFEEEZFHMAT
LZHERFED 1L AGEOFETHEME o7z

SHBOFEELTUL, HmLBIckB s ATV HEH
BEOHIE, GPU IC LVl s mdkd 52 &,
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DR R ENETFTLND.

Ei) (53
AWFIE O —#i%, JST (CREST, JPMICR1503) K O
NICT (Japan-US Network Opportunity 2 (JUNO2))
DIXTEZTIHDOTHD.

2 £ X W

[1] A.C.-C. Yao, “How to Generate and Exchange Secrets,” in
Proc. of the 27th IEEE Symposium on FOCS, pp. 162-167,
1986.

[2] A. Shamir, “How to Share a Secret,” Commun. ACM, vol.
22, no. 11, pp. 612-613, 1979.

[3] C. Gentry, “Fully Homomorphic Encryption Using Ideal
Lattices,” in Proc. of the 41st Ann. ACM STOC, pp. 169—
178, 2009.

[4] J. H. Cheon, A. Kim, M. Kim, and Y. Song,
“Homomorphic Encryption for Arithmetic of Approximate
Numbers,” in Proc. of ASIACRYPT 2017, pp. 409-437,
2017.

[5] F. McKeen, I. Alexandrovich, A. Berenzon, C. Rozas, H.
Shafi, V. Shanbhogue and U. Savagaonkar, “Innovative
Instructions and Software Model for Isolated Execution,”
in Proc. of the 2nd International Workshop on HASP, no.
10, 2013.

[6] J. Rushby, “Design and Verification of Secure Systems,”
in Proc. ACM OSR, vol. 15, no. 5, pp. 12-21, 1981.

[7] P. Kocher, J. Horn, A. Fogh, D. Genkin, D. Gruss, W.
Haas, M. Hamburg, M. Lipp, S. Mangard, T. Prescher, M.
Schwarz and Y. Yarom, “Spectre attacks: Exploiting
speculative execution,” in Proc. of IEEE S&P, vol. 2019-
May, pp. 1-19, 2019.

[8] NVIDIA blog, "NVIDIA Propels Deep Learning with
TITAN X, New DIGITS Training System and DevBox,"
https://blogs.nvidia.com/blog/2015/03/17/digits-
devbox/, accessed Jan. 9. 2020.

[9] N. Dowlin, R. Gilad-Bachrach, K. Laine, K. Lauter, M.
Naehrig, and J. Wernsing, “CryptoNets: applying neural
networks to encrypted data with high throughput and
accuracy,” in Proc. of the 33rd ICML, vol. 48. JMLR.org,
pp. 201-210, 2016.

[I0]H. Chabanne, A. De Wargny, J. Milgram, C. Morel, and
E. Prouff, “Privacy-Preserving Classification on Deep

Neural Network,” JACR Cryptology ePrint Archive, Report
2017/035, 2017.

[11]X. Jiang, K. Lauter, M. Kim, and Y. Song, “Secure
outsourced matrix computation and application to neural
networks,” in Proc. of ACM CCS, pp. 1209-1222, 2018.

[12]E. Hesamifard, H. Takabi, and M. Ghasemi, “Deep neural
networks classification over encrypted data,” in Proc. of
the 9th ACM DASP, pp. 97-108, 2019.

[13]F. Bourse, M. Minelli, M. Minihold and P. Paillier, “Fast
Homomorphic Evaluation of Deep Discretized Neural
Networks,” IJACR Cryptology ePrint Archive, Report
2017/1114, 2017.

[14]A. Sanyal, M. J. Kusner, A. Gascon, and V. Kanade,
“TAPAS: Tricks to Accelerate (encrypted) Prediction As a
Service,” arXiv preprint arXiv:1806.03461, 2018.

[15]A. Badawi, J. Chao, J. Lin, C. Mun, J. Sim, B. Tan, X.
Nan, K. Aung and V. Chandrasekhar, “The AlexNet
Moment for Homomorphic Encryption: HCNN, the First
Homomorphic CNN on Encrypted Data with GPUs,” JACR
Cryptology ePrint Archive, Report 2018/1056, 2018.

[16]Y. LeCun and C. Cortes, "MNIST handwritten digit
database," http://yann.lecun.com/exdb/mnist/, accessed
Jan. 9. 2020.

[17]A. Krizhevsky, V. Nair, and G. Hinton, "CIFAR-10
(Canadian Institute for Advanced Research),"
www.cs.toronto.edu/~kriz/cifar.html, accessed Jan. 9.
2020.

[18]P. Ramachandran, B. Zoph, and Q. V Le Google Brain,
“Searching for activation functions,” arXiv preprint
arXiv:1710.05941, 2017.

[19]S. Toffe and C. Szegedy, “Batch normalization:
Accelerating deep network training by reducing internal
covariate shift,” in Proc. of the 32nd ICML, vol. 1, pp.
448-456, 2015.

[20]K. and L. J. and N. M. Bos Joppe W. and Lauter,
“Improved Security for a Ring-Based Fully Homomorphic
Encryption Scheme,” in Cryptography and Coding, LNCS,
vol. 8308, pp. 45-64, 2013.

[21]M. Albrecht, S. Bai, and L. Ducas, “A Subfield Lattice
Attack on Overstretched NTRU Assumptions,” in Proc. of
CRYPTO 2016, pp. 153-178, 2016.

[22]Z. Brakerski, C. Gentry, and V. Vaikuntanathan,
“(Leveled) Fully Homomorphic Encryption without
Bootstrapping,” in Proc. of the 3rd ITCS, pp. 309-325,
2012.

[23]z. Brakerski, “Fully Homomorphic Encryption without
Modulus Switching from Classical GapSVP,” in Proc. of
CRYPTO 2012, vol. 7417, pp. 868—886, 2012.

[24]J. Fan and F. Vercauteren, “Somewhat Practical Fully
Homomorphic Encryption,” JACR Cryptology ePrint
Archive, Report 2012/144, 2012.

[25]J. and H. M. A. and Z. V. Bajard Jean-Claude and Eynard,
“A Full RNS Variant of FV Like Somewhat Homomorphic
Encryption Schemes,” in Proc. of SAC 2016, pp. 423-442,
2016.

[26] Cheon Jung Hee, K. and Han, and K. Andrey, and K.
Miran, and and S. Yongsoo, “A Full RNS Variant of
Approximate Homomorphic Encryption,” in Proc. of SAC
2018, pp. 347-368, 2018.

[27]N. P. Smart and F. Vercauteren, “Fully Homomorphic
SIMD Operations,” Designs, Codes and Cryptography,
vol. 71, no. 1, pp. 57-81, 2014.

[28] Microsoft, “Microsoft SEAL (release 3.4),”
https://github.com/Microsoft/SEAL, accessed Jan. 9. 2020.

[29]F. Boemer, Y. Lao, R. Cammarota, and C. Wierzynski,
“nGraph-HE: A Graph Compiler for Deep Learning on
Homomorphically Encrypted Data,” arXiv preprint
arXiv:1810.10121, 2019.

[30]F. Boemer, R. Cammarota, A. Costache, and C.
Wierzynski, “nGraph-HE2: A High-Throughput Framework
for Neural Network Inference on Encrypted Data,” JACR
Cryptology ePrint Archive, Report 2019/947, 2019.



